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Manual for installing the Microsoft Authenticator App on your 

smartphone 
You will need a smartphone and preferably a laptop. With these, you will go through the following 

process: 

 

 

 

Follow the steps below to install the Microsoft Authenticator app on your smartphone. Depending 

on the type of smartphone, screens may vary slightly. 

 

Important tips in advance for success: 

• Follow the guide up to the last step. 

• The process should be done in one go. 

If you have a second smartphone, you can also install an Authenticator on that. You will then have a 

backup in case your battery runs out or your smartphone breaks or gets lost. 

 

 

1. From the Google Play Store or 
App Store, download the app 
Microsoft Authenticator and put 
it on your phone. 

 

 
 

 

2. EUR advises you not to allow 
data collection by Microsoft 
through the app.  
 
 
 
 
 
Open the app. And click on the 3 
dashes at the top left. Then click 
on Settings. 
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3. Swipe down and turn approval 
for usage data collection OFF. 
 
 
 
 
 
 
 
Then tap < at the top left and 
return to the main screen. 

 

 
 

 

4. In the internet browser on 
your laptop, go to  
 
https://aka.ms/mfasetup    
 
Log in with your Erasmus ERNA 
id. (123456ab@eur.nl) 

 

 
 

 

5. This is the message asking to 
set up MFA. Click Next.   
 
 

 

 
 

 

6. Select 'Authenticator app' and 
'Add'. 
 

 

 
 

https://aka.ms/mfasetup
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7. Click Next. You have already 
downloaded the app in step 1. 

 

 
 

 

8. Click 'next'. 
 
 

 

 
 

 

9. The QR code on this screen 
contains the settings required by 
the app.  
 
Leave this screen for now. 
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10. Open the Authenticator app 
you just put on your smartphone. 
 
Click on the + 
 
 
 
 
 
 
 
 
 
 
Then click on Work or school 
account 
 
 
 
 
 
 
And then click on Scan QR code 
 
 

 

 
 
 
 

 
 

 

 
 
 

11. Scan the QR code that is still 
on your computer screen. Give 
approval to use your camera if 
your smartphone requests it.  
 
Also give approval to send 
messages. Select 'Allow'. You will 
need the messages to log in with 
Microsoft Authenticator.  
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12. Scan the QR code that is still 
on your computer screen. 
 

 

 
 

 

13. Your Erasmus account has 
now been added to your 
Microsoft Authenticator app. 
 
A few more steps are required to 
enable MFA. 

 

 
Note: you are not done yet. 

 
 

 

14. Click 'next'.  
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15. Your computer will now 
prompt you to enter a 2-digit 
code in the app. 
 
 
 
 
 
 
 
 
 
Enter the number on your phone, 
and click 'Yes' 

 

 
 

This is how to log in with MFA: 

 
 
 

 

16. Your computer confirms that 
the Microsoft Authenticator has 
been set up successfully. Click 
'Next'. 

 

 

 

17. Your computer confirms that 
the Microsoft Authenticator has 
been added as an MFA resource. 
 
 
 
 

 

 
 

 
You are now ready. From now on, EUR applications (such as Teams, Outlook) may ask you to use 
your app to log in.  
 
Tips: 

• When you buy a new phone, first link your ERNA account to the app on your new phone before 
deleting the old one. 

• Make sure you always keep a configured app. So do not simply delete the app with your ERNA id 
installed in it from your phone after installation. 
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• Note: If you approve app locking, it is important not to forget your phone's access code.  

• Contact the IT Service Desk for more information or in case of problems. You can reach them on 
010 - 408 88 80 or it.servicedesk@eur.nl 

 


